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Henw3s orpumate Toro daxra, 4ro MHOOPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHAS
cerb «/HTEpHET» BCE TECHEE MPOHUKAET B HAIly C BaMM XU3Hb. JlJIsi OJHUX OH CTall
MCTOYHUKOM 3HAHUH, IS IPYTUX UCIHOJIBb3yeTcs B paboTe, KTO-TO HAIIEN C MOMOIIbIO
HNuTepHeTa npy3ei, a KTO-TO Ta)e CMOT HAJIAAUTh CBOIO JIMYHYIO )KU3Hb. bOIBIIMHCTBY
U3 HAC JIOCTATOYHO CIJIOKHO TPEJCTaBUTH JEHb 0€3 OHIAH-OOILIEHUS C IPY3bsIMU,
MIPOCMOTpPA CBEXKUX HOBOCTEN MUIIA HOBBIX POJIMKOB.

Pazeutne B Poccuiickon ®enepaunu, Kak U BO BCEM MHUpPE, 3JIEKTPOHHBIX
TEXHOJIOTUN U TEICKOMMYHHKAIIMOHHBIX CETeH, BCeoOIas JOCTYITHOCTh B TII00aNbHOMN
KOMIIBIOTEpHOW  cetn  MHTepHET  pa3nuuHbIX  WH(GOPMAIMOHHBIX  PECYpPCOB
CIIOCOOCTBOBAJIO TOSIBICHUIO TPUHIMIIMAIEHO HOBOTO BHJA HApyIIeHUs 3aKkoHA —
KHOEPIPECTYITHOCTH.

KubeprpecTylmHOCTh — HE3aKOHHBIC JEHCTBUSA, KOTOPHIE OCYIIECTBIISIFOTCS
JOJIbMU, UCTIONIB3YIOIIMMH HH(POPMAITMOHHBIE TEXHOJIOTHH JIJISl TPECTYITHBIX HETIeH.

[IpakThika TOCIENHUX JIET CBHUAETEILCTBYET OO0 YBEJIMUYECHUM 4YHUCIA TaKUX
IIPECTYIUICHU M.



Haubonee pacnpocTpaHeHHbIMH TMPECTYIUIEHUSAMH B cdepe KOMIbIOTEPHOU
uH(pOpMaIKU SBISAIOTCS OJIOKMPOBAaHUE CAWTOB U JIOKAJIbHBIX KOMIIBIOTEPHBIX CETEH,
HE3aKOHHOE KOMUpOBaHUE UH(OPMALIIH.

OTBETCTBEHHOCTh 3a COBEpLIEHUE KOMITbIOTEPHBIX MPECTYIJICHU I
IpeEAYyCMOTpeHa riaaBoi 28 YronoBHoro koxaekca P®, nmenyemon «llpectynnenus B
chepe KOMIbIOTEpHOM HHpopMauuu». JlaHHas T7aBa COJOEPXKUT TpPU COCTaBa
MpeCTYIUIEHUH — CT. 272 (HempaBOMEpHBIA JOCTYN K KOMIBIOTEPHON MH(QOpMaLUN),
cT. 273 (co3ngaHue, UCTIONB30BAHUE U PACTIPOCTPAHEHUE BPEIOHOCHBIX KOMIBIOTEPHBIX
nporpamm), cT. 274 (HapylieHrue IpaBuil SKCIUTyaTalluyd CPEICTB XpaHEeHUs, 00paboTKU
WIH nepenavn KOMITbIOTEPHOM uH(bOpMaLIH u MH(OPMaIMOHHO-
TEJIEKOMMYHHKAIIMOHHBIX CETEN).

HenpaBuibHoe moBe/ieHHe B MHTEPHETE MOXET MPUHECTH Bpe HE TOJIbKO Bawm,
HO Takke Bamum poHbIM U OJIU3KUM.

Yro TaKkoe NepcoHaATbHbIEC JaHHBbIC H 10YeMYy OHU TaK BaKHbI?

Cornacno ®enepanbHoMy 3aKoHY Ne 152-D3 «O nepcoHanbHbIX JaHHBIX):

Ilepconanvuvie danuvie — n00as uHGoOpmayus, OMHOCAWAAC K NPAMO UIU
KOCBEHHO ONpPeOeieHHOM) UIU  ONpeoessieMoMy  uauyeckomy Jauyy (cyovexmy
NepCOHANbHBIX OAHHbIX).

T.e. mepcoHanbpHBIE TaHHBIC — 3TO WHPOPMAIUS O KOHKPETHOM YEJIOBEKE. DTO Te
JaHHBIE, KOTOPHIEC TMO3BOJSIOT HaM y3HATh Ye€JIOBEKa B TOJNE, WACHTH(PUIUPOBATH U
ONpENENUTh KaK KOHKPETHYIO JIMYHOCTh. TakuxX WICHTUDUIMPYIONUX JTaHHBIX
OTPOMHOE MHOKECTBO, K HUM OTHOCATCA: (pamMumiius, uMs, OTYECTBO, JaTa POXKICHHUS,
MECTO POXKIICHUS, MECTO KHUTEIIbCTBA, HOMEp Tele(PoHa, alPec FIEKTPOHHOU MOYTHI,
dboTorpadus, BO3pact u mp.

[lepcoHanbHbIe TaHHBIE HE CTOUT MYTATh C JIMYHBIMU JaHHBIMU. JINUHBIEC TaHHbIE
— 3TO BOOOIIIE COBOKYITHOCTh BCEX JAaHHBIX O mojb3oBarene B Cetu. Hanpumep, nanubie
O TeOoJIOKalluM, CTaTUCTHMKAa M0 Haubojee TMOCeHaeMbIM HHTEPHET-CTpaHUIIaM,
dboTorpadum u T.11.

Komy HykKHBI Ballli epPCOHAIbHbIE TaHHbIE?

80% mpecTynmHUKOB OepyT UH(POPMAIHIO B COLICETAX.

Jlnunas uHOpMAIUS UCTIONB3YETCS I KPaKu Maposei.

Jlnunas nHbOpMAIUsS UCTIONB3YETCS ISl COBEPIICHUS TaKUX MPECTYIUICHHUH, KaK
[IaHTaX, BBIMOTATEIbCTBO, OCKOPOJICHHE, KIIEBETA, KUIHETIITHHT, XHIICHUE.

OnepaTtopbl W WHBIE JHIA, MOJYYMBIIME JOCTYN K MEPCOHAIBHBIM JTaHHBIM,
00s13aHBI HE PACKPHIBATh TPETHUM JIMIIAM U HE PACIPOCTPAHSITH NMEPCOHATBHBIC JaHHBIC
0e3 cormacus CyObeKTa TEPCOHANBHBIX JAHHBIX, €CIM HWHOE HE MPETyCMOTPEHO
dbenepanbHbIM 3aKOHOM.

CyObeKT MepCOHANBHBIX AHHBIX MPUHUMAET PEUICHHUE O TPEIOCTABICHUH €T0
MEPCOHANBHBIX JTAHHBIX U JIAE€T COTJache Ha X 00pabOTKy CBOOOMIHO, CBOEH BOJICH U B
CBOEM HMHTEpece.

O6paboTka NEepCOHANBHBIX JAHHBIX JIOMYCKAETCS B CICIYIOIUX CIydasx:

1) oO6paboTka MEPCOHATBHBIX TaHHBIX OCYIIECTBIISIETCS C COTJIacHsl CyOBEKTa
MEePCOHAIBHBIX JIAHHBIX HA 00pa0OTKY €ro NePCOHANbHBIX JaHHBIX;



2) o0paboTka NEPCOHANBHBIX AAHHBIX HEOOXoAMMa MJisl JTOCTHIXKEHHUS IIeNei,
MPENYCMOTPEHHBIX MEXIYHApOAHBIM JI0roBopoM Poccuiickon @enepauuu WIM
3aKOHOM, JUIsl OCYIIECTBIICHUS W BBITIOJTHCHHS BO3JIOKEHHBIX 3aKOHOIATEIHCTBOM
Poccuiickoit @eaepaiuu Ha onepaTopa PyHKIMNA, MOTHOMOYHUM U 00SA3aHHOCTEH;

5) oOpaboTKa mepcoHaIbHBIX JAHHBIX HEOOXOaMMa JJIS HUCIOJHEHHUS JI0TOBOpa,
CTOPOHON KOTOPOTO JIHOO BBITOAONPHOOPETATEIEM WU TOPYYUTEIEM TI0 KOTOPOMY
SBIIICTCS CYOBEKT TEPCOHATBHBIX JAHHBIX, a TaKKe JUIS 3aKIIOUEHHUS JOTOBOpPA I10
WHUIIMATUBE CyOBEKTa MEPCOHANBHBIX JNAaHHBIX WJIU JIOTOBOpA, MO KOTOPOMY CYOBEKT
MIEPCOHATILHBIX JAHHBIX OYJIET SABISATHCS BBITOIONPHOOPETATEIIEM HIIH TIOPYUUTEIIEM;

6) o0paboTKa MEPCOHAJNBHBIX JIAHHBIX HEOOXoAMMa JJIsi 3alllUThl >KU3HH,
3JI0POBbSI HUJIM WHBIX KU3HCHHO Ba)KHBIX HHTEPECOB CyOBEKTa MEPCOHAIBHBIX JTaHHBIX,
€CJIH TTOJTYYEHHUE COoTrIacusl CyOheKTa MepCOHANBHBIX JIAHHBIX HEBO3MOXKHO;

7) 00paboTKa MEepCOHANBHBIX JAHHBIX HEOOXOAUMA JJIs OCYILIECTBIEHUS NpPaB U
3aKOHHBIX HMHTEPECOB oOIeparopa WIA TPETbUX JIMIl JUOO0 JUIS  JTOCTHKCHUS
OOIIECTBEHHO 3HAYMMBIX IICJICH MPHU YCIOBUH, YTO IPHU 3TOM HE HAPYIIAIOTCS TpaBa M
CB00O/IbI CYOBEKTA MEPCOHATBHBIX TAaHHBIX;

11) ocymectBusieTcss 00pab0OTKa TMMEPCOHANBHBIX JIAHHBIX, TOJJICKAIINUX
OITYOJIMKOBAHUIO WM OO0S3aTCIIBHOMY PACKPBITHIO B COOTBETCTBHU C (pemepaibHbIM
3aKOHOM.

Kak 3amututh cBOM nepcoHaJbHbIE JaHHbIE?

B abcontoTHOM OGOJIBITMHCTBE CIydaeB Mbl CAMU YKa3bIBA€M CBOU MEPCOHATBHBIC
JaHHBIE TPU PErUCTpallid Ha cailTaX, oOpPMIICHUH 3aKa30B B MHTEPHET-Mara3uHax,
3aMoJHEHUN MPOQUIS B COLMAIBHBIX CETAX WUIIU JIaXKe MPU COCTABIECHUU TMOUCKOBOTO
3arpoca.

O6patuTe BHHMaHWE, TMPOAOJKAs PETUCTPAllMI0 Ha JIIOOOM calTe, BHI
COTJIaIIaeTeCh C MOJIb30BATEIBCKUM COTJIAIICHUEM, CTaBsl «TajOuKy» MPH 3aMOJHCHUH
ero moisieir. OOBIYHO O3TOTO JOCTATOYHO, YTOOBI pa3pelIUTh BIAJEbIlaM cailTa
UCIIOJIb30BaTh BBEJICHHBIC BAMU JIaHHBIE TIPH pabOTe C €ro CEpBUCAMHU.

Taxum oOpazom, MoOJIB3YysSICh CAUTOM WJIM YCIIYTOH, BbI COTJIaliaeTech Ha mepeaady
U XpaHEHWE BaIlUX JaHHBIX, OyJb TO JaTa POXKICHHS, HOMEpP MOOUIIBLHOTO TeiedoHa,
MepenucKka W JI00bIe JApYyrue JaHHBIC JIMYHOTO XapakTepa. B3ameH ux o00s3yroTCs
XpaHUTh B KOHPUICHIIMATHHOCTA M HA B KOEM CITydae HE pas3riialliaTh TPEThUM JIUIIAM.
OpHako Ha Jiene 9TO HE BCErja Tak — Jalieko He BCEr/la CTOPOHA, OTBETCTBEHHAS 3a
XpaHEHHE BalllMX TMEPCOHANBHBIX JaHHBIX, JOOPOCOBECTHO BBIMIOJIHSIET CBOU
o0s3anHOCTH. KpOoMe TOro, HUKTO HE 3alUIIeH OT B3JoMa 0a3 JTaHHBIX, COAEpPKaIINX
MEPCOHANBHYI0 ~ WHPOPMAIWIO, WM  MPOCTBHIX  OMHUOOK H  YEJIIOBEYECKOM
OTPOMETYMBOCTH. Hampumep, perucTpupysich WIM aBTOPU3YACH HaA caiiTe depes
COIMAJILHYIO CETh, BBl Pa3peliaeTe CaiTy MONYYUTh BallM JUYHBIC JaHHBIC, 1 TOYHO
HEW3BECTHO, KaK OH Oy/eT WMHU TOJIb30BaThCS. TOYHO Tak ke Jr00OW Baiml 3BOHOK B
MarasuH WM CaJIOH aBTOMAaTUYECKH BHOCHUT Balll HOMEp B 0a3y MOJb30BaTeleil 3TON
KOMITaHUMU.

C.HeszaHne HECCKOJIBKUM IIPOCTBIM COB€TaM B0 MHOI'OM COKPaTHUT YIpo3y
HC3AKOHHOI'O HCIIOJb30BAHHUA BAIlIUX NMECPCOHATBHBIX JaHHbIX:



OrpannubTe 00beM MHPOpMaLMK O cede, Haxoasawencs B MaTepHere. Y nanute
nuitHue gotorpadun, BUIIEO, aipeca, HoMepa TelieOHOB, AaTy POKIACHUS, CBECHUS O
POJIHBIX U ONM3KHUX U UHYIO JINYHYIO HH(OPMALUIO.

He ornpasnsiite Buaeo u ¢portorpadguu Jr0asM, ¢ KOTOPHIMU Bbl TO3HAKOMUIIUCH
B llHTEpHETE M HE 3HAETE UX B PEATBHOW KU3HU.

Otnpaisisi KOMYy-JIMOO CBOM IMEPCOHAIbHBIE JTAHHBIE WM KOH(UJIEHUHATBHYIO
uHpopmaimio, yoeauTech B TOM, 4YTO aApecar — JEUCTBUTEIBHO TOT, 3a KOro ceds
BBIJIACT.

[Ipu HeoOxoammocTH pazMmenieHus oObsiBIeHUsT B VHTepHeTe BOCHOIB3YHTECH
BPEMEHHOM CUM-KapTOW M BBIIYMaHHbIM HMEHEM. MOXHO TakXe BOCIOJb30BAThCS
ycayroi  «Btopoli HOMeEp», KOTOPYIO MpPEAOCTaBISAIOT HEKOTOPBIE OIEepaTophbI
MOOMIIBHOM CBsI3U. JTa yciIyra Mo3BoJisieT NOJKIIOUNTh B «JInuHOM KaOuHeTe» BTOPOi
HOMeEp TOJIbKO Ha npueM 3BOHKOB 1 CMC. 3BOHUTH C HETO HE MOJTYYUTCH.

Hcnonb3yiTe TOIBKO CIOKHBIE MTAPOJIH, PA3HbIE JIJISl PA3HBIX YUETHBIX 3allUcel U
cepucoB. llomp3oBarenu, KOTOpbIE HMCHOJB3YIOT OJWH W TOT € Mapoib ISl BCEX
CEPBHUCOB, MPU KOMIPOMETAIMU XOTSI OBl OJTHOTO M3 CEPBUCOB MOTYT MOTEPSATH JOCTYM
KO BCEM CBOMM YYEeTHbIM 3amucsM. [lOBTOpHOE HCHONb30BaHUE —MapoJiel
KaTeropuyecku 3anperieHo.

PerynsapHo MeHsiiTe mapoiu, KeaaTelIbHO HE PEXKEe pa3a B MECII.

[Io BO3MOKHOCTH HCTOJB3YHTE NIBYX(PAKTOPHYIO aBTOPHU3ALMIO — 3TO METOJ
UACHTU(PUKALUKA TIOJB30BaTENsl B KaKOM-JIMOO cepBuce (Kak mpaBuiio, B MHTepHETE)
Opv TOMOIIM 3arnpoca ayTeHTU(DUKAIMOHHBIX JAaHHBIX JIBYX pa3HbBIX THIOB, YTO
oOecreuynBaeT JABYXCIOWHYIO, a 3HAUUT, Oojee 3(P(EeKTHUBHYIO 3alIUTy aKKayHTa OT
HECAaHKIIMOHUPOBAHHOTO TMPOHMKHOBEHHUs. Ha mpakTuke 3TO OOBIYHO BBITVIAIUT TaK:
NEepBBIA pyOeK — ATO JIOTMH M TapOib, BTOPON — CHEIUATBHBIA KOJI, MPUXOIAIINN 1O
CMC unu 31eKTpOHHOM HouTe.

3aBenute cebe aBa agpeca DJIEKTPOHHOM MOYTHI — YACTHBIM, NI MEPENUCKU
(mpuBaTHBIH ¥ MaJIOM3BECTHBIM, KOTOPBIM BBl HHKOTJa HE MyOJIuMKyeTe B
OOIIEAOCTYHBIX HWCTOYHHUKAX) W MYONMYHBIA — 11 OTKPBITOW JEATEeIbHOCTH
(bopyMoOB, yaTOB U Tak jaaiee).

Yto nenarTh, €ciM Bbl CTAJIM )KEePTBOM HAPYIIEHHUS B 00J1ACTH MEPCOHATBHBIX
JAaHHBIX?

B nepByto ouepenp BaM HEOOXOIUMO OOpaTUTHCS B YHOJHOMOYEHHBIM OpraH B
chepe mepcoHAIbHBIX AaHHBIX — POCkOMHaa30p, a TOuyHEe, €ro TepPUTOPUATBLHOE
VYpasnenue.

B nensx oOBEKTHBHOIO M MOJHOTO PacCMOTPEHHS BaM HEOOXOAMMO YKazaTb
CIEYIONYI0 HH(pOpMAIIUIO:

1) mepeyeHb NEpPCOHANBHBIX JAHHBIX, HEMPAaBOMEPHO OOpabaThIBAEMBIX Ha
cairax B cetu MHTEepHeT;

2) cBeleHuss O JOKYMEHTE, YJOCTOBEPSAIOUIEM Bally JIMYHOCTh (KONWU CTPaHWIL
nacrnopra), JUisi TOJITBEPKJICHHUS  MPUHAMJICKHOCTA  MEPCOHANBHBIX  JaHHBIX,
HEMPAaBOMEPHO pPA3MEILCHHBIX Ha caiiTax B ceth MHTepHET, K BaM KakK K CYOBEKTY
MEePCOHATBHBIX JIAaHHBIX;

3) TO4YHBIE U JOCTYMHBIE aJpeca CTPaHUI] CAWTOB (yKa3aTelu CTPaHUI] CAaTOB B
cetu Uutepuer — URL), coxepxkaiine He3akoHHO oOpalaTbiBaeMbie (pa3MEUIEHHBIE)



MepCOHANbHBIE JaHHBIC, MO3BOJISIONINE OCYIIECTBUTH MPOCMOTP JaHHBIX CTPaHUIL
VYopaBnenuem, a Takke CHUMKHM 3KpaHa ¢ JaHHbIMH CTpaHULAMU, COJIepKalllue B cede
noynHeld aapec crpanuibl caita (URL) v nmatel myOIuMKanuy MOCTOB/COOOIIEHUH,
COJIeprKallluX HE3aKOHHO oOpabaThiBaeMble (pa3MelIEHHBIC) MePCOHAIbHBIC JaHHbIC Ha
TEKYyIIUA MOMEHT BPEMEHHU ([1aTa) U APYrue CBEACHUS, MOATBEPKAAIONIME HAPYIICHUS
TpeOOBaHMUI 3aKOHOAATENbCTBA B O0JIACTH NEPCOHAIBHBIX JIAHHBIX (BHUAE03aMHCh
dKpaHa ¢ IEUCTBUSMHU, MO3BOJISIONIUMHU 3a(UKCUPOBATH HAPYIIICHUS U T.11.);

4) cBeleHMsI, YIOJHOMOYHMBAIOIIUME BaC MPEACTABISATH MHTEPECHl (PU3MUECKUX
nu1l (KOMUM JIOBEPEHHOCTE), MepCOHAIbHbBIE JaHHbIE KOTOPBIX Pa3MEIICHbI Ha calTax
(B cimyuae HapyIlIeHUs UX MIPaB KaK CyOBEKTOB MEPCOHANIBHBIX JaHHBIX).

JIONOJIHMTEJIBbHO cJieyeT NPeACTABUTD (IPH HAJTMYHNH):

- CBeJICHUS, MOATBEpKAaroNe (PakT HapaBIeHUS BaMU B aJipec aJIMUHUCTPAIIUU
caiita (mamee — omepartop) TpeOOBaHHS 00 YHUYTOKEHUHU BalllUX NEPCOHAIBHBIX
JAHHBIX C YKa3aHHEM Ha MX HE3aKOHHOE MoiyyeHue (0e3 coriacus) oneparopoM HIH C
yKa3aHWEeM TOT0, YTO OHHM HE SIBJISIOTCS HEOOXOIUMBIMU [IJIsi 3asBJICHHOW 17U
o0paboTku  (TpeAcTaBisieTcs MNPU  BO3MOXKHOCTH  HAMpABJICHUS  YKA3aHHOTO
TpeOOoBaHU);

- OTBET OllepaTopa Ha Balle TpeOoBaHUE 00 YHUUYTOKEHUH BaIIMX MEPCOHAIBHBIX
JAHHBIX (MPU HATTUYHH).

Oopawaem enumanue Ha mo, YMo 6ce UMeIOUUECA C6EOCHUs O0NIHCHBL ObIMb
npeocmaeienvl 6 aopec Ynpaeienusn eOuHo8pemenno!

B cnydae ecnu 1o pe3ynbrataM MpoBepku YipanieHue PockoMHaa30pa BRISIBUIO
HapyIlIeHHUE, BbIIA€TCS MPEANICcCaHre 00 ero ycTpaHeHUH.

Eciu VYmnpaenenue PockoMHam3opa HeE yBHAENO HapyUIEHUS, BBl MOXETE
00paTUTHCS B IEHTPAJIbHBIN anmnapaT IaHHOTO BEJIOMCTBA.

[Tomumo 3TOTO, BCE CYOBEKTHI MEPCOHANBHBIX JIAHHBIX UMEIOT MPaBO HA 3AIUTY
CBOMX TIPaB M 3aKOHHBIX MHTEPECOB, B TOM YHUCJIE HA BO3MEIICHUE YOBITKOB U (WIJIM)
KOMIIEHCAIIUIO MOPAJIBHOTO Bpeia B CyIeOHOM MOPSJIKE.

OTBETCTBEHHOCTh 3a HapyIICHUE 3aKOHOJATENHCTBA O MEPCOHAIBHBIX JAaHHBIX
npeaycMaTpuBaercs B cooTrBeTcTBHM co cT. 13.11 Komekca 00 aaMuHUCTpaTUBHBIX
npaBoHapyueHusax PO.




Kak geiicTBylOT MOIICHHUKH

MOIIEHHUKN OYEHb XOPOLIO 3HAIOT ICUXOJOTHIO JIOAEH U YMEIO HCIIONb3YIOT
BCIO JOCTYNHYH HH(OpMALUIO, BKJIKOYas Ty, KOTOPYI >KE€pTBa MOUIEHHUYECTBA
HEBOJIBHO BBIIAET IpH oO1IeHnu. B opranuzanuu teneOHHbIX MaXMHALMA y4aCTBYIOT
HECKOJIBKO MPECTYNMHUKOB. O4YeHb 4acTO B TaKWE TPYNIbl BXOJAT 3JI0YMBIIUICHHUKH,
OTOBIBAIOIIME CPOK B UCTIPABUTENIBHO-TPYJOBBIX YUPEKIACHUSIX.

MoueHHUKH HCIIOJB3YHOT CJICAYIOIINE MOTUBDI:

" 0ECIOKOMCTBO 3a OJIM3KUX M 3HAKOMBIX;

= 0EeCrOKOWCTBO 3a CBOM TenedOHHBI HOMeEp, CYET B OaHKE WM OaHKOBCKYIO
KapTy;

. ’KeJlaHUE BBIUTPATh KPYIHBIA MPHU3;

. JTHOOOMBITCTBO — XKeJIaHUE TIOTYYUTh TOCTYI K KaKoW-1r00 HHpOpMaIny;

. KeJlaHUEe MOMOYb OOJBHBIM JETSM WM JIOASM, MOCTPAIABIINM OT CTHXHUHHBIX
OeCTBUM.

COIII/IaJII)HI)IC CCTH ABJIIOTCA KJIIAAC3EM I/IH(i)OpMaIII/II/I 11 MOIICHHUKOB.
P&SMCIIIEUI JaHHBIC O cebe Ha CBOMX CTpaHNYKax, Mbl HC 3ayMbIBACMCA O TOM, KTO
MOXECT OTHM BOCIIOJIb30BaTHCA. Me>1<)1y TEM HMCHHO 6.]]31“0)131)51 HaM CaMuM
MOIIICHHUKAM OOBIYHO HE COCTaBJISIET Tpyda y3HATb I/IH(I)OpMaIII/IIO O POIACTBCHHUKAX,
KOHTAKTAaX, YBJICUCHUAX CBOCH HOTGHHHaHBHOI;'I JKCPTBBI U IIPU BbBIMAHHWBAHWUU IOCHCT
BHYIIUTH JOBCPUC 3HAHNCM e€ JIMYHOMU >KU3HU.

3.2. Buapl uHTEepHET-MOIIeHHUYecTBA. Kak 3amuTuTh cedsi?

Haubonee pacrnpocTpaHEHHBIMH BHJAaMH MOIICHHUYECTBA HA JIaHHBIA MOMEHT
SIBIISTFOTCSL:

TesedoHHOE MOLLIECHHUYECTBO

Cy11ecTByIOT HanOoee pacrpocTpaHEHHbIE CXEMBI Tene(OHHOTO
MOIIICHHIYECTBA. BapuaHTOB TOTO, KaK MPEACTAaBIAT BaM WX MOIICHHUKH, OYCHb MHOTO,
HO CyTh HE MCHSETCS.

O6man mno Tejedony. C Bac MOryr morpeOOBaTh BBIKYNT WM B3SATKY 3a
OCBOOOXKICHHE SKOOBI M3 oOTaeiaeHus monunuu wm ¢ Mecrta JITII Bamero
poacTBeHHUKA. UTO nenatb: B 3TOM cliyda€ IJIaBHOE€ HE MAHUKOBAaTh, IMO3BOHUTH
CaMOMY POJICTBEHHUKY, €CJIM HE OTBEYAET, TO MOMNBITATHCS HANTH €ro uepes Apy3eil u
3HAKOMBIX.

CMC-npocbba 0 momomu. TpeGoBaHuEe MEPEBECTH OMPEACIEHHYIO CYMMY Ha
YKa3aHHBI HOMEp C MCIOJIb30BaHUEM OOpaIeHUsI «Mamay, «IPYyr», «CBIHOK» W T.II.
Uto nenaTh: HE CHEUIUTE MEPEBOAUTH JI€HbIU, YOEAUTECh, UTO B HUX JEHCTBUTEIBHO
HY>K/IaeTCs Balll POJCTBEHHUK UJIM 3HAKOMBII.

Tenedonnbiii HOMep-rpaduTeab. [naTHBIT HOMED, 32 3BOHOK Ha KOTOPBIM CO
c4y€Ta CIUCHIBACTCS JICHE)KHAsi cyMMa. UTO JenaTh: He epe3BaHUBANTE HA HE3HAKOMBIE
nu pemioxenapie B CMC-coo0mieHns X HoMepa TeiedOoHOB.

Bpiurpeimn B JioTepee, KOTOPYH SIKOObI NPOBOAWT PAJAUOCTAHIUS WIH
omepatop cBsi3u. Bac MoryT monpocuth OMjaaTUTh MOIUIMHY, HAJOT U T.I., IEPEBECTU
CyMMY Ha OMpeAeNEHHBIN CUéT, COOONUTh MpHUIeAni Ha TeaedoH Koa. UTo menats:
HE CIEUIUTE MEePEeBOJUTH JEHbI'M WU COOOIIaTh KaKUe-IUOO JaHHBIE MO TelieoHy.
[lo3BoHuTe MO oduuUanbHBIM HOMEpaM (yKa3aHHbBIM B CIPAaBOYHUKAX, Ha caiTax)



KOMIIAaHUHM — OpraHu3aTopa JOTEeper WIM KOHKypca, yOeauTech B TOM, YTO Bac He
0OMaHBIBAIOT.

IITpadHble CAHKUHUM ¥ YIrpo3a OTKJIIOYEHHS HOMepa SKOOBI 32 HapylICHHE
JIOTOBOpa C OIEpaTopoM Bailed MOOWIBHON CBs3u. YUTO nenarh: MO3BOHUTE CaMu
CBOEMY OMEepaTopy Mo opuiuaibHOMy HOMEPY, YTOUHUTE HH(OPMAIHIO.

OmubounbIii mepeBoa cpeacTB. Bac mompocsaT nepeBecTd saKkoObl OMIMOOYHO
nepeBeA€HHbIE CPEACTBAa, a 3aTeéM JOINOJHUTEIBHO CHUMYT JAeHbI'H. YTO nenaTh:
UTHOpUpPYHTE T0N00HBIE cooOuieHuss win (ecid 3To TelaedOHHBIA Pa3roBOp)
MOCOBETYHTE NIl BO3BpaTa OIMOOYHO MEPEBEIEHHON CyMMbI 0OpAaTUTHCS K ONEpaTopy
CBSI3H.

MomeHHN4YeCcTBO ¢ 0aHKOBCKUMH KapTaMu

HauOoJsiee mnonyJisipHble CHOCO0bI MOLIEHHMYECTBA ¢ OAHKOBCKHMMH
KapTaMu:

CMC-coobuienne 0 0J0KMpOBKE OAHKOBCKOW KapThl, O HECAHKIIMOHMPOBAHHOM
IBW)KCHUU JCHEKHBIX cpencTB, cMene [IMH-koa, okoHYaHUM Cpoka ASHCTBHSI KapThl U
T.J1. ¢ TpeOOBaHUEM MEPEUTH MO CChUIKE WM MEPE3BOHUTD 110 YKA3aHHOMY Tesie(pOoHy.

TenedoHHbIl 3BOHOK «pabOTHUKA OaHKa», MOTEHIMAIBHOTO «IIOKYIATEIS» C
NpeJIOKEHUEM MPONTH K OkaiiieMy OaHKOMAary M COBEPIIMTh MAHHUMYJISIUU C
0aHKOBCKOM KapToil BO U30ekaHne KaKuX-I100 MOCIECTBUM, BHECEHHUS aBaHCA U T.II.

JIsi  COXpPAaHHOCTH BAalIMX CPeICTB CO0JI0JaliTe OCHOBHbIE MNpPaBWJia
0e30macHOCTH:

Huxomy He coobmaiite cBoit [IMMH-kon, naxke paborHukam Oanka. He BBomuTe
[IMH-xon mnpu pabore B cetu HHTEepHET, OH MOXET TMOTPEOOBATHCA TOJBKO
MOIIEHHUKAM.

CMC-coobmienust MO MPOBOJUMBIM OIEpanusiM 1Mo OaHKOBCKMM KapTam
pacchuIaloTCs ¢ OMpeneNEéHHBIX KOpOoTKuX HomepoB (Coepbank — 900). s cBsizu ¢
0aHKOM HEOOXOJIMMO HCIIOJIb30BaTh OQUIMaIbHble HOMepa KOHTakTHOrO IIEeHTpa,
ykazaHHble Ha OaHkoBckoil kapre. Ecnmu B CMC-coobmieHnn 0 OJOKUPOBKE KapThl,
IBUKCHUM JCHEXKHBIX CPEICTB yKa3aH JPYyrod HOMEpP, MO KOTOPOMY MpejIaracrTcs
MO3BOHHTB, TO 3TO MOIIIEHHUKH.

B cnyuae Bo3HUKHOBEHHS MpobOiieM y OaHKOMara, HE NPUHUMAKWTE IMOMOIIb
MMOCTOPOHHMX, MO3BOHUTE B KOHTaKTHBIN LIeHTp OaHKa Mo Tene(oHy, yKa3aHHOMY Ha
OaHKOMaTe.

Ecimu x Bam oOpatunuck mo tenedony, B MHTEpHETEe, yepe3 coluaibHble CeTH
WM APYTUMH CIIOCO0AMU U TIOJ Pa3TUYHBIMU MPEJIOTaMU TMBITAIOTCS Y3HATDH JIAHHBIE O
Balleil OAHKOBCKOHM KapTe (HOMEp KapTbl, TPEX3HAUHBIA KOJ Ha OOOPOTHOM CTOpOHE
KapThl), KOJ, MPUINCAIINNA HA Balll MOOWIBHBIN Tene(oH, Mapoid WU APYTYIO
MepCOHaNbHYI0 HHPOPMAINIO, OYABTE OCTOPOKHBI, 3TO MOIIEHHUKHU.

[Tpu TenedoHHOM OOIIEHUM HE COBEPINANTE HUKAKUX JACHCTBUN y OaHKOMATa I0
MHCTPYKIHMH «paOOTHUKOB OaHKa», €CIU TOJbKO JIaHHBIA 3BOHOK HE ObLIT MHUIIUUPOBAH
JUYHO BaMHU.

He nepexonute no cceuikam B CMC-co001IeHusX.

I[Ipu nonyyenuun CMC-cooOlieHuid O CHATUM JEHEXKHBIX CPEICTB C Ballei
0aHKOBCKOM KapThl HEMEIJICHHO oOpalliaiiTech B 0aHK, OJIOKUPYITE KapTy.



MolieHHHYEeCTBO B COMHAJTBbHBIX CETHX

MONIEHHUKN aKTUBHO IMOJB3YIOTCS COLHMAIBHBIMA CETAMH M Pa3IMYHBIMU
cepBUcamMu OOLIEHUs, HAIPUMED, CallTaMU 3HAKOMCTB.

IHonyasipHbie ClIOCOOBI MOLICHHUYECTBA:

PacnpocTpaHeHHe CCBHIJIOK HAa BPEIOHOCHOE NPOrpaMMHOe ofecredeHmue,
nopHorpaguyecKkne CaWThl, MOIIEHHHYECKHE PpPecypcbl H  NPHIOKEHUS.
[Tomp3oBaTeNM  COIMAIBHBIX CETEH YacTO CTAJKHBAIOTCS CO CITAMOM, KOTOPBIH
MPUXOAUT K HUM B <«IMYHBIC COOOIICHHS» OT MUMEHHU «IAPYy3e» WIN HE3HAKOMBIX
MOJIb30BaTeNIeH. JTO O3HAYaeT, YTO aKKAyHTHI 3THX JIFOJCH B3JIOMaHbl. Kax npasuno,
CCHLIKU 8 MAKUX COOOUeHUSIX CONPOBONCOAIOMCS 3ABNEKAIOWUM MEKCMOM, HANnpumep:
«Budena meou gomo, s maxoco He odcuoanra, nocmompu caml..», «B smoii 6asze
OaHHBIX ecmb 8Csl UHopmMayus Ha 00020 denosexka» u m.n. YTo aenarb. Hukoeoa He
nepexooume no NOOO3PUMENbHLIM CCHIIKAM. [na oocmyna 6 COYUANbHYIO cemb
UCNONbL3YUMeE YHUKAIbHBIL NAPOIb: OH 00NHCEH OblMb ONUHHBIM, COCMOSAMb U3 YUQDp u
namuHckux oyke. Jlyyue ucnonv3oeams pasHvle naponu 0jisi PA3HbIX COYUATbHBIX cemell
U Opyeux UHTEPHET-CEpBUCOB. He noddasatimecs Ha

NPU3bIE KO20-MO U3 «AOMUHUCMPAYUU CAlIMA» COOOWUMb 8AlU TO2UH U NAPOIb
noo Kakum-1ubo npednozom. Pezynisapho MEHSITE MMapoJib OT COUATBLHOMN CeTH (XOTS ObI
pa3 B MecslI); ocTeperaiTech MOIICHHHYECKHX CAWTOB C MOXOXXHMHU 10 HAIHCAHHUIO
Ha3BaHusaMmu (vkontahte.ru, vkOntalkte.ru w T1.1.). DTH «PUIIMHTOBBICY» CTPAHUIIBI
paccuMTaHbl HA HEBHUMATEIBHOCTh U HA TO, YTO Bbl CAMH MPEAOCTABUTE MOIICHHUKAM
CBOI1 JIOTWH U MAPOJIb.

[} 3nakomMble He3HAKOMIIbl. B colManbHBIX CEeTSIX M Ha calWTax 3HAKOMCTB
MOIIIEHHUKH CO3Jal0T CTPAHUIbl, T/€ YyKa3blBalOTCA JaHHbIE U pa3MElIaloTcs
dotorpaduu BRIMBIIUICHHBIX JtOAeH. C MOMOIIBIO 3TUX CTPAHMI] OHU 3HAKOMSTCS C
IpYTMMH Toyb3oBaTesiMu caifita. Co BpeMEHEM MOIIEHHUKH BXOIAT B JOBEPHE,
IpeUIaraloT meperT co0eceTHUKY Ha Oosee «OJIM3Koe» OOIIEHHE M OCTaBJISIOT CBOU
HoMep Tenedona. CaMbIM O€300MIHBIM TTOCIICICTBHEM TaKOTro OOIIEHUs OyJIeT TO, U4TO
HOMEP OKa)XETCs TUIATHBIM U C BaIIero CUETa CIUIIYTCS JICHbIH.

[] TIpocbObl 0 (UHAHCOBOW MOMOIIM, OJArOTBOPHUTEJbHbIE AKIUM.
MOIIIEHHUKN YacTO HCIONB3YIOT TaKHe MOBOJBI, MOITOMY, HPEXKIE YEM IEpPEBECTH
JICHBIH ISl TIOMOIIM, YOeAuTeCh, YTO Bac He oOMaHbIBatoT. OOpaTtuTe BHHUMaHHE Ha
HAJM4Ue HECKOJBKUX KOHTAaKTOB (Tele(OHBI, SJICKTPOHHAS II0YTa, CTPAHWUYKU B
COIMAJIBHBIX CETAX), HAIMYUE TIOITBEPKAAIOIINX TOKYMEHTOB.

MoueHHNYeCTBO HA CAUTAaX 0eCIUIaTHBIX 00bABICHUI

Pasmemnmast oOBsSBICHUWS, WIM TIOKyNas 4YTO-TMOO Ha callTax OecIuIaTHBIX
oOBsIBIICHUN (HAampuUMep, «ABHTO»), OyJAbTe€ BHUMATEIBHBI U OCTOPOXKHBI, TaK Kak
MOIICHHUKU OY€Hb YaCTO UCIOJB3YIOT UX Jyig oOmaHa. [IpomaBast 9To-TO, BHI KelaeTe
MOJIYYHTh MPUOBLIb, HO, CTOJKHYBIINUCH C MOIIICHHUKAMH, MOXETE TOTEPSATH BCE CBOM
cOepeKeHMUs.

Kaxk Bac MoryT 00MaHyThb:

Omiara win npegomiara 3a Bam ToBap. O4eHb 4acTO 3aMHTEPECOBAHHBIC
MOKYyIaTead MpeajaraloT MNpPOU3BECTH OIUIaTy (€Clu CyMMa HE3HAuWTelbHasl) WIu
MpEOIIIaTy 3a Balll TOBAP, HO CJIeJIaTh 3TO MOTYT MO KaKUM-JTMOO MPUYMHAM TOJIBKO Ha



O0aHKOBCKYIO KapTy (HaXxonAsTcs B IPYyroM rOpOJ€, HET HAJIUYHBIX JI€HET, JCHbI'M Ha
Pacy€THOM CYETY U T.II.), HO IIPU 3TOM TPEOYIOT COOOUIUTh HE TOJILKO HOMEDP KapThl U
®UO (Oonble 115 nepeBoa HUYEro He TpedyeTcs), HO U apyrue naHHble. [lomHuTe,
YTO €CJIM Bac MPOCAT COOOUIUTh MPUIIEAMNNA Ha TeaedOoH KOA, TPOUTH K OaHKOMAaTy U
COBEPIIUTh KaKUe-TO JEHUCTBUSA, BCTABUB Ballly KapTy (4TOOBI, HApUMeEp, MOATBEPIUTD
MIPOXOXKJEHUE TUIaTeka), COOOUIUTh CPOK JEWCTBUS KapThl M TPEX3HAUHBIA KOJA Ha
00OpOTHOM CTOpOHE, TO H3TO MOLIEHHUKH. lIpekpaimiaiite KOHTAKTBI C TaKUMH
«MOKYMAaTeIsIMU» U, €ClIM YCHEId COOOIIUTh KaKUe-TO JaHHbIe, HEMEIJIEHHO
0JI0KHUpYHTe OAaHKOBCKYIO KapTy, IO3BOHUB IO YKa3aHHOMY Ha Hell HoMmepy TenedoHa.

IIpenonnara 3a moxkynaemsbiii ToBap. [lokynas 4yro-nubo, 6yJapTe OCTOPOKHBI,
€CJIM Bac MPOCAT MPOU3BECTU IMpeaoruiaTy. BrnojHe BO3MOXKHO, YTO TMOJYy4uB €€,
«MpOJIaBel] MePEeCTaHeT OTBEYATh HA BAILW 3BOHKH.

CMC-coo0menusi co ccblIkoi. Ha HoOMmep, KOTOpbBIA Bbl yKasaaud IpuU
nyOauKaluKu OOBSBIEHUS O MPOJAKE WIM JKEJAHUU YTO-TMOO KYNHUTh, MOKET MPUNTH
CMC-coob1ienne ¢ mpeasioxkeHrueM ToBapa, oOMeHa M CChUIKOW Ha ATOT ToBap. Eciu
BbI MEepenIETe MO CChUIKE, TO 3arpy3uTe Ha CBOM TenedoH BPeIOHOCHOE MPOrpaMMHOE
oOecrieyeHue, KOTOPOE TO3BOJIUT MOIIEHHUKAM TOJYYUTh JOCTYH K BalllUM
OaHKOBCKHUM KapTaM.

ByabTe 0cTOpPOXKHBI, €cJIM BaM Npeaiarair:

- Ha3BaTh HOMEpP OAHKOBCKOW KapThl, TPEX3HAUHBIA KOJ Ha OOOPOTHOM CTOpOHE
kaptsel, [IMH-kox;

- IPOU3BECTH MAaHUNYJISALUK ¢ OAHKOBCKOM KapTol y 0aHKOMATa;

- COOOIIUTDH MPUIIEANINNA HA TENEPOH KOJI;

- NepeBeCTH CyMMYy JleHer (aBaHC, 3ajor, TMOUUIMHA, HaJOoT, OIIUOOYHO
nepeBeIEHHBIN TUIATEXK U T.1);

= nepeiitu mo cceuike B Uutepnere, B CMC- wim MMC-coobmenun Ha
cMaptdoHe;

. MO3BOHUTH 10 YkazaHHOMY B CMC-coobuiennn Homepy TenedoHa;

- OTIIPaBUTH Balll HOMEP TenedoHa;

= otnpaButh CMC-cooO1ieHne Ha KOPOTKHI HOMeEp;

= Ha3BaThb IIaPOJIH OT BAlllKUX JTNUYHBIX CTPAHUYCK B COIUAJIBHBIX CCTAX.




1. CoBeThl 110 6€30MaCHOCTH PadoTe B 001IEeOCTYNHBIX ceTsiX Wi-fi:

- He nepenagaiite cBoto nuuHyro uHOpMaLuio yepe3 oliienocTynHbie Wi-
Fi cern. PaboTast B HUX, KelaTebHO HE BBOJIUTH MAPOJH JOCTYIA, JIOTUHBI U KAKUE-TO
HOMEpA;

" Hcnonb3yiiTe U OOHOBIANTE aHTUBUPYCHBIE MpOrpaMMbl U OpaHamayep.
Tem cambim Bbl 06e30macute ce0st OT 3aKauku BUpyca Ha yCTPOMCTBO;

. [Ipu wucnonwzoBanun Wi-Fi orkmounte QyHkuuio «OOmuMiA J0CTynm K

¢aiinam u npuHTepam». JlaHHas QYHKIMS 3aKphITa MO YMOJIYAHUIO, OJTHAKO HEKOTOPHIE
M0JIb30BATENIM AKTUBUPYIOT €€ JIJIsl y100CTBA MCIIOJB30BaHMs B padoTe WK yueoe;

= He wucnonw3yiite nyomuunbii WI-FI myist mepenauu JUYHBIX JaHHBIX,
HanpUMep JUIsl BBIX0J1a B COLMAIbHBIE CETU UIIU B AJIEKTPOHHYIO MOUTY;

= Ucnonp3yiite TONBKO 3amuuieHHoe coeauHenue uvepe3 HTTPS, a ne
HTTP, T.e. npu Habope BeOG-aapeca BBOAU UMEHHO «https://»;

. B moOwisHOM Tenedone otkmounte GyHkiuio «[lonkmodyenne k Wi-Fi
aBTomatudecku». He nomyckaiite aBTOMaTHYECKOTO MOAKIIOYEHUSI YCTPOUCTBA K CETIM
Wi-Fi 6e3 Barero cormnacusi.

2. OcnogHnble cosemol no 6€30NACHOCMU 8 COUUAIbHBIX CEMAX:

. OrpanuubTe cnucok japy3ed. Y Bac B Apy3paX HE JJOMKHO OBITH
CIIy4ailHbIX M HE3HAKOMBIX JIIOJICH;
. 3amumiaiTe CBOIO YacTHYIO *U3Hb. He ykasbiBaiiTe maponu, TenedoHbI,

azpeca, J1aTy TBOETO POXKIEHHUSA U IPYTYIO JTUYHYI0 WHGOPMAIHIO. 3I0YMBIIIICHHUKH
MOTYT WHCIOJB30BaTh JAake HH(popmamuio o ToMm, kak Bel u Bamm poaurtenu
IUTAHUPYETE MPOBECTHU JOCYT;

. Ecau Bbl roBopuTE C JIFOABMHU, KOTOPBIX HE 3HAETE, HE MCIOJIb3YITE CBOE
peanbHOe UM U JPYTYIO JIMYHYI0 HHPOPMAIIUU: UMS, MECTO KHUTEIIbCTBA, MECTO Y4eObl
U IIpOYEE;

. N3beraiite pasmemenus gororpaduii B MaTEpHETE, T/ BB M300paskeHbI
HA MECTHOCTH, 110 KOTOPOW MOKHO ONpPENEIUTh Ballle MeECTONOI0KEHHE;

. [Ipu peructpanuu B COIUATBHOW CETH HEOOXOIMMO MCIOJIb30BATh
CJIOXHBIE MAPOJIU, COCTOAIIME U3 OYKB U U(DP U C KOJIMYECTBOM 3HAKOB HE MEHee §;

. Jlnst  conmManbHON CETH, TOYTHI W JPYIHMX CaWTOB HEOOXOIUMO

HCIOJIB30BAaTh pas3Hele maposuu. Torma ecim Bac B3iOMaroT, TO 3JI0YMBIIIJICHHUKH
[IOJIy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.
3. OcHogHbie cosembl nO 0€30NACHOU padome ¢ 1eKMPOHHBIMU 0EHb2AMU:

. [TpuBsoxkuTe K cueTy MOOWIBHBIA TenedoH. DTO caMblii yIOOHBIA U
OBICTPBIA CTIOCOO BOCCTAHOBUTH MOCTYI K cueTy. IlpuBsizanHbii TenedOoH MOMOXKET,
ecau 3a0yleTe CBOM IUIATEXKHBIM MMaposib WM 3aijieTe Ha CaWT C HE3HAKOMOTO
YCTPOWCTBA;

. Ucnonw3yli omHopa3oBble maponu. llocne mnepexoma Ha yCHUIICHHYRO
apropu3anio Bam yxe He OyaeT yrpoxkaTb ONACHOCTb KpaXKu WIIM MepexBaTa
[JIATEKHOTO MApOJIs;

. BoiGepute cnoxsblii maposib. [IpectynHukaM OyneT He MPOCTO yrajaathb
CJI0>KHBIN Taponb. HamexxHple mapoam — 3TO Mapoiau, KOTOPBIE COJIEPKAT HE MEHee §
3HAKOB M BKJIIOYAIOT B CE€O0sl CTPOYHBIE M MPOMUCHBIE OYKBbI, IU(MPHI U HECKOIBKO



CUMBOJIOB, TAKH€ KaK 3HAK Jo0JuIapa, (yHTa, BOCKIMIATENbHBINA 3HaK U T.N. Hampumep,
StRONg!;;

. He BBOuTE CBOM JIMYHBIE TAHHBIE HA CailiTaX, KOTOPHIM HE JI0BEpsETE.
4. OcHnogHbule coeemul no 6e30naAcHOll padome ¢ INEKMPOHHOU NOYMOUL:
" Hano BbIOpaTh mnNpaBWIIbHBIA MOYTOBBIA cepBUC. B uHTEpHETE ecTb

OrpOMHBIN BbIOOP OECIJIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYILE JOBEPSTH TEM,
KOI'0 3HaeTe U KTO IIEPBbIM B PEUTHUHIE;

" He ykaspiBaiiTe B nu4HOM moure iuuHyro uHpopmanuio. Hampumep,
Jydiie BIOpaTh «MY3bIKaJIbHBIN _(paHaT@» uin «pok2013» Bmecto «remal3y;

= Hcnonp3yiiTe ABYX3TAHYK aBTOPHU3ALMIO. JTO KOrAa MOMHUMO MapoJs
HY>KHO BBOAUTH KOJI, TPUChUIaEMBbIil 10 SMS;

= Bribepute cnoxxkubli mapodib. JlJis Kakaoro MOYTOBOIO SIIMKA JO0JIKEH
OBITH CBOI Ha/IEKHBIHN, YCTOMYMBBINA K B3JIOMY MApOJIb;

= Ecnn ectp BO3MOXHOCTH Hamucarb CcaMOMYy CBOM JIMYHBIA BOIIPOC,
UCIIOJIb3YUTE 3TY BO3MOYKHOCTB;

u Hcnonp3yliTe HECKOIBKO ITOYTOBBIX SAIIMKOB. IlepBbIi 111 4YacTHOM

MEPCIUCKH C aapecaraMu, KOTOPbIM Bor HOBECPsICTC. 910 SHCKTPOHHBIﬁ aapeC HC HAOAO0
HNCIIOJIB30BATh IIPHU PCrucTpalvi Ha (bopyMaX )51 CaﬁTaX;

. He otkpwiBaiiTe Qaiiibl U Apyrue BIOKCHUS B MHUCbMaxX JaXke €CIIM OHU
npunuIM ot Bammx apyseit. Jlydine yTouyHHWTE y HUX, OTHPABJISUIM JIU OHU Bam 31m
daiisr;

. [Tocne okoH4yaHus pabOTBI HA TIOYTOBOM CEpBUCE IMEpel 3aKphITHEM

BKJIAJIKU C CATOM He 3a0y/bTe Ha)KaTh Ha « BBIMTHY.
5. Ocnognwie coeemot no 60pvode ¢ puwiunzom (uHmepHem-mMoOUeHHUYECMBA):
= Cnenute 3a cBouM akkayHTOM. Ecnu Thl mojo3peBaeiiib, uTo Baiia ankera
OblJ1a B3JIOMaHa, TO HEOOXOIWMO 3a0JOKHPOBATh €€ M COOOIIUTH aJIMHHHUCTpPATOpaM
pecypca 00 3TOM KaK MOXKHO CKOpee;

. Hcnonw3yiite Ge3onacHble BeO-CalThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB
Y TIOMCKOBBIX CUCTEM;
. Hcrnonw3ylite ciokHBIe W pasHble mapoyn. Takum oOpasom, eciu Bac

B3JIOMAIOT, TO 3JI0YMBINIJICHHUKH MOTy4YaT JOCTYH TOJIBKO K ogHOMY Bamemy npoduiio
B CETH, a HE KO BCEM,;

- Ecim Bac B3momanu, TO HEOOXOIMMO TIPEAYNPEAUTh BCEX CBOHX
3HAKOMBIX, KOTOpbIE H00aBiieHbl y Bac B apy3psix, o ToM, 4yro Bac B3nomanu u,
BO3MOXHO, OT Barmero mMenu OyneT pacchliaThCsi CIlaM U CCHUIKH Ha (DUIIMHTOBBIC
CalTBhI;

. Ycranosute HagexHbii napons (PIN) Ha MoOWIbHEI TenedoH;

. OTkIrounTE COXpaHeHHe napoJsi B Opaysepe;

6. Ocnoenble coeemovt no 3auwiume yudpoeoit penymauuu (HezamueHas UIU
nozumuenasa unopmayusa ¢ cemu o Bac):

. [Togymaiite, mpexae yem 4To-To MyOJUKOBATh U nepeaaBars y Bac B Oiore
WJIN B COIMAJIbHOM CETH;
. B Hactpoiikax npoduis ycTaHOBUTE OTpaHMuYEHHs] Ha mpocMoTp Bamiero

MpoWIIs U €r0 COACPKUMOT0, CACIANTE €r0 TOJNIBKO «IJIS IPy3eiin;



" He pa3memaiite u He ykasbiBaiiTe MH(POPMAILMIO, KOTOPas MOKET KOro-
00 OCKOPOJSATH UM OOMKATh.

CobaronaiiTe npaBuiia:

. [TomHuUTE, 4TO B BUPTYaJIbHOM MPOCTPAHCTBE OTBETCTBEHHOCTh HACTYNAET
0 peajbHBIM 3aKOHAM;
. VYBa)XXUTEIBHO U JOOPOCOBECTHO OTHOCUTECH K APYTUM IOJIb30BATENSIM

cetu MuaTepHer.

DenepajbHaf cIy:k0a Mo Haa30py B cepe CBA3U, MHPOPMALMOHHBIX TeXHOJIOT Uil
H MaccoBbIX KoOMMYHuKanui (PockomHaazop):

Ynpasiaenue Pockomuanzopa no Boarorpaackoii o61actu u Pecmyosiuke
Kanmbixkust

IIo 06pameH1/151M, OTHOCHUTCIIBHO ACATCIIBHOCTH MOILICHHUYCCKUX HHTCpHCT-pGCYpCOB,
CO3aaHH:A UCITOJIb30BAHUS U PACIIPOCTPAHCHUA BPCAOHOCHOTO ITPOrpaMMHOTO
O6€CH€‘ICHI/I$I, HCIIPABOMCPHOI'O AOCTYIIA K KOMHLIOTGpHOﬁ I/IH(l)OpMaIII/II/I, XHUIICHUAM,
COBCPHICHHBIM C UCIIOJIB30BAHNUCM IMOAACIIBHBIX OaHKOBCKHX KapT, 3JICKTPOHHBIX
IIaTC)KHBIX CUCTCEM N CUCTCM JUCTAHIIMOHHOI'O 0aHKOBCKOT'O 06CJ'Iy}KI/IBaHI/IH



